Basic usage and idle time with and without the phone

Mi Home Security Basic Camera 1080P

Device identification Usage cycle step Laboratory Compromise Type

3 0 1 None

Timestamp (in seconds) Usage step Description

0
0-50
50
50-97
97
97-645
645
645-670
670-923
710/720/730
740
755
805-835
855
910-923
923-1510
1510

tcpdump start
nothing
pihole
nothing
Camera connected
Camera alone on idle
Phone connected

Going inside Mi Home App and camera control

Watching camera
Screenshots taken
Phone audio and camera mic enabled
Phone audio muted
Moving camera around
Microphone muted
Recording
Camera on idle while phone connected but App closed
Finish




