
Xiaomi - Mi Smart Sensor Set

Send commands from controller and then use the actual android app

Device identification Usage cycle step Laboratory Compromise Type

37 0 2 Control

Timestamp (in seconds) Usage step Description
0 First tcpdump packet

0-55 Idle
55 Plug in Control Hub

55-80 Idle
80 Connect phone to WiFi

80-100 Idle
100 Send info command from controller

100-110 Idle
110 Send trigger command from controller

110-120 Idle
120 Send on command from controller

120-1135 Idle
135 Move door sensors

135-140 Idle
140 Send status command from controller

140-215 Idle: Navigate Mi Home application
215 Disable Guard from phone

215-230 Idle
230 Enable Guard from phone

230-245 Idle
245 Move door sensors

245-255 Idle
255 Disable Guard from phone

255-300 Idle
300 Stop


